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The Role of Forensics In
Computing

What Is forensic computing?

Quite simply, the combination of

Science
Law



Computer Forensics — Where
does It fit In?

Determining the nature and extent of incidents
ldentifying and securing any evidence
Analysis of any evidence collected

Presentation of the evidence in court (if
necessary)



Types of Incident

Disciplinary proceedings Criminal matters (cont'd):
Civil claims (as claimant or Fraud
respondent) Theft
Public accountability or Child abuse photos/movies
reassurance :
Bullying

Criminal matters:

Murder
Serious sexual assault

Stalking



Information:

Intelligence has been received from the Norwegian police
that they have raided the premises of a server which was
supplying unlawful pictures of teday |

What are the potentlal pltfall?

Is there enough information for the UK police to start an
enquiry? s




The Next Step
A police raid is organised to visit the address:




The Evidence

The suspect is arrested and a computer and
ADSL wireless router are seized.




Data Acqusition

The data Is extracted from the computer.

The hard drive Is removed

The hard drive Is attached to a forensic
workstation via a write blocker

The computer BIOS Is examined and the time
IS compared with the actual time.

The settings on the router are examined.



EnCase Forensic.
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C4P — The Application
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Refining the results

. e o [
File: Edit  Tools  DataMigration  Analysis Tools  Reports Help
C4P Tools: ¥ il vacevien )
Categories £
Level 1
[ Level 2 |
| Level 3 |
| B Level 4 |
| Level 5 |
| G Other Picture |
o - Adult Wialent |
[ 8: Adult Bestiality | ) )
| S — | These are pictures | have 'tagged' as being some that
| | are representative of all the unlawful pictures
| Filters: &
| Refrezh | Mew Filter '
Quick Report; *_.
[ | # Unique Tm)g‘
1E! &7 67| | o )
|2 15 13 This is the total numbers of unlawful pictures
| 4 7 7
|| 5 2 2‘
1B e —— I'm not sure about these
|8 0 C (so they won't be included in any charges) i @
5 37 37 i il K
0 0
Tot 4,387 5,618 | ]
_l Fefrazh | ‘ + | - - 2of8 ) | Z|>__>' x5 Size; 'f'fﬁ"U. "3?‘

Thumbnails loaded successfully.

Ty Jobs) Teddy\CAPDVDO1{Teddies)|01 1100001593, jpg | Fils Size: 41 KB | Multiple Categories. | Demonstration  Oper | 165f minote |




Working On Proof

Having selected some sample images we can
now work on trying to prove how they came
to be there.

The following slides are taken from an
Investigation using Brian Carrier's Sleuthkit
and Autopsy tools (both open source). These
are available from http://www.sleuthkit.org/



FiLEe AnaALYSIS  KEYWORD SEARCH FILETYPE ImaceE DETAILS META DaTA DraTa Unrr HeELr CLoSe
1 7 W B
Directory Seek Cuwirent Directory: C:/ /Documentsand Settings /Paul/ /My
Documents flimeWirg /[Saved
Enter the name of a App MoTE GEMERATE MDS5 ST OF FILES
directory that you
want to view. Type
F': ! DEL @ / l_ll MAME . L VWRITTEM ACCESSED CHAHGED CREATED £
T d/d -t 2009-03-24 2009-03-24 2009-03-24 2009-03-24 £
08:44:32 (GMT) 11:59:57 (GMT) 08:44:32 (GMT) 08:44:06 (GMT)
dfd =f 2009-03-24 2009-05-24 2009-03-24 2009-03-24 :
File Name Search 12:02:51 (GMT) 12:02:51 (GMT) 12:02:51 (GMT) 08:44:32 (GMT)
rfr lovesteddybearsby MaggotEveipg 2009-03-24 2009-03-24 2009-03-24 2009-03-24 £
Enter a Perl regular 11:59:52 (GMT) 12:02:51 (GMT) 12:00:52 (GMT) 1:59:48 (GMT)
expression for the r/r Thumbs db 2009-03-24 2009-03-24 2009-03-24 009-03-24 ]
file names you want 12:02:14 (GMT) 12:02:12 (GMT) 12:02:14 (GMT)/ 12:02:12 (GMT)
to find. r{r Thumbsdb:encryptable 2009-03-24 2009-03-24 2009-03-24 2009-03-24 (
12:02:14 (GMT) 12:02:12 (GMT) 12:02:14 (G 12:02:12 (GMT)
I
SEARCH e
mn | |

ALLDELETED FILEE

EXPAND DIRECTORIES

File

ASCII (display - report) * Hex (display - report) * ASCII Strings (display - report) * Ex

*View * Add MNote

e: JPEG image data, JFIF standard 1.01

C: /Document=nd SettingsPaul/My Documentd imeWirgSavedloveeteddy bearsby MaggotEye pa

And the full path is:

C:\Documents and Settings\Paul\My Documents\LimeWire\Saved\lovee teddy bears by MaggotEye.jpg




Working On Proof (continued)

The photographwas created on this machine on 2009-03-24 11:59:48 and is located
at C:\Documents and Settings\Paul\My Documents\Limewire\Saved.
It is named lovee teddy bears by MaggotEye.jpg

What hypotheses can we make about the
origin of this photo from just this information?

What enquiries and investigations do we now
need to make?

What artifacts does Limewire leave behind in

normal use and are they present on this
machine?

What other references are there on this machine
to this particular photo?



Working On Proof (continued)
Investigating LimeWire

What version? What artifacts are you
: I P,
How are you going to ~ '00King for’
Investigate? Settings
Virtual machine User generated
: material
Clone drive _
Why does this need to be
What tools? done?

Sysinternals

Process Monitor
Process Explorer

Wireshark




Working On Proof (continued)
The Photo

Now we know how LimeWire works, how do
we investigate the photo?

Remember the name is:
lovee teddy bears by MaggotEye.jpg




Working On Proof (continued)
A Text Search

FiLE ANALYSIS = KEYWORD SEARCH |

Searching for ASCII: Done
Saving: Done
12 hits- link to results

Searching for Unicode: Done
Saving: Done
30 hits- link to results




Working On Proof (continued)

Text Search Results

The results of the text search in this case were
within:
Internet Explorer history records (x 2)
Registry files (1 active and 2 deleted registry hives)

A link (shortcut) file in the ...\Paul\Recent folder
3 x Limewire files (a download database, a library and a properties file)

SMFT entries for the photo and the link file
INDX entries for the photo and the link file
Lets examine a couple of these hits in more
detall:



FILE ANALYSIS = KEYWORD SEARCH FILETYPE = IMAGE DETALS META DATA DataUmir = HeEwr CLOSE

— X

< [

New Search H €mPREVIOUS  NEXT W)

12 occurrence | Nis search hitis an entry within an Internet Explorer Dally History record 1y - report)
found '

Snear{:h Options: 1 hese bytes represent the Last V|S|ted date

ASCI

Case Sensitive WWhich works out to be 2009- 03-24 12:00:52.3200000 (NTFS dates are

theoretically accurate to 100 nanoseconds)

Chlsterzlﬁll (HEI-— E.Eﬁii] | ::?2 eizea::e e::zea::e efbeadde efbeadde
1: 3550 (s by M e e efbeadde efbeadde cibeedd=——hbaadde
(5_ "‘f_ ng-_ﬂ E'Fﬂ ']ng' 55524c20 020000(@ 0006eb2d 78accifl

: : : o 0006eb2d 78acclfl so2-1keA ARcecs y
Cluster 1154556 (Hex - Ascii) 00060060 GO000000 PEEEAA6O 88518160

2: 240 (s_by MaggotEye.jpgx) : 60000000 62000000 fepolol0 0OO0O000
[] The Time Lord - A Time Utility For Farensic Analysts [ o] ? eeee8ass

— § BEAEEEea
Be gt tep M 3 39383332
| Cumrert Time: | Time Zones I| BIOS Time Calculator | Time Diffsrence Calu:ulator| Forensic Time Decoder | Time Converter || Linte/Unix Time | 3 617560408
Ve ® teiEEaY i 6f63756d
Hex CharactersValue To Be Decoded 2} hex _E _|ar| Apply Tme Zone Offsat ? 38536574
[0006ebZd78aco301 | () © HexBoEnden i) Gresrywi Mean Time - Dt i 79253230
' ) FAT
| Calculate | ) Text 3 BAGE557HD
8 65655T74
el = 795f4d61
Fietme (NTFS Time): (20090322 1200523200000 (3@ Java Tme: [Cauld ot Conver @ e
= efbeadde
Fetie Tt (Lo+): [NGEVRHE! e fbeadida
FAT ms + Time + Date:  [Niot Valid’ h 7cacc98l T T
FAT Time + Date: [ NBEVAIE! 3 00000000 5% A WA
FAT Date Only: m&_‘u& j 2805160166 T .
IE{FAT) Date + Time: [NotVahd" L IRRapaEe e
32 bit time._t (Unix Time}:  [NSEVSHd . hBuahee IR e
i Sl = f 000060000 e e Ty T
64 bit time_t {Unix Time}: [ Cauld Not Convert ) 393083332 Rt s | JGH K
time_t Text sec's):  [ioEVald! h 61756C40 4200 9832 5: P aul@
Unix Epoch fricrosec’s): [NBEVad) B 682e6d73 http ://s earc h.ms
Unix Epoch (rilisec’s):  [RERERE Bc74732e n.co .uk/ resu lts.
Ui Epoch deys): - [BRNERER B 26464152 aspx 7g=r ugby &FOR
M e - I 3d656e2d M=MS5 NH98 &mkt =en-
HFSt=) Time: | Net Vel efbeadde gb..

& efheadde EJ




FiLE AMaLySiS | KEYWORD SEARCH FILETYPE Imace DETALS META DaTA DATA UkIT HeLr  CLose F |
Searching for ASCII: Done B 4=FrEvious  Mexr s
Saving: Done EXPORT CONTENTS . ADD NOTE

12 hits- link to results

Searching for Unicode: Done

Saving: Done
30 hits- link to results

New Search

12 occurrences of RaggotEye
were found
search Options:

ASCII

Case Sensitive

Cluster 21611 (Hex - Ascii)
1: 3550 (s_by_MaggotEye. jpg)

Cluster 1154556 ( Hex - Ascii)
2: 240 (s_by_MaggotEye.]pax)

Cluster 1154557 (Hex - Ascii)
3: 747 (s_by MaggotEyve. jpaw)

Cluster 1160701 (Hex - Ascii)
4: 463 (s by MaggotEye.ipg)

Cluster 1162574 (Hex - Ascii)
5: 179 (=_by_MaggotEve.jpa;)

Cluster 1352195 (Hex - Ascii)
f: 141 (s by MaggotEye. lnk)
T7: 1589 (s_by MaggotEye.lnk)

Cluster 1428728 (Hex - Ascii)
8: 1669 (s by MaggotEye.lnk)
§: 1925 (=_by_MaggotEye.lnk)

Cluster 1433112 (Hex - Ascii)
10: 1876 (s_by MaggotEve. jpgl

Cluster 1494512 (Hex - Ascii)
11: 2693 (s_by MaggotEve.lnk)
12: 2940 (s by MaggotEye.lnk)

¢

ASCII (display - report) * Hex (display - report) * ASCII Strings (display - report)
File Type: ASCII English text, with very long lines, with CELF line terminators
Cluster: 1162574
Status: Allocated
Hide Meta Data Address

Pointed to by MFT Entry: 16392-128-4
Pointed to h}’ file: c: /Documents and Settings/Paulyapplication Data{Lim@ewire. praD

[\

ASCIT Contents of Cluster 1162574 in Teddy-63-20948759

#LimeWire properties file

#Tue 4 12:01: 41 GMT 20039
AN SKIP ACKS=
RECENT_DOWHLOADS= Ch\\Documents and SettingshyiPaul’\My DocumentsiiLimeWire'\Sav

- = . . QUERIES=t rue
LAST_ACCEPTABLE_BUG_VERSION=4.17.6&
INSPECTOR_IPS=7&. 8. 67. 27
EMAELE_PUSH_PROXY_QUERIES=f rus
WINDOW_ ¥ VS=290
GED_LOCATION='#propshrin'#Tue Mar 24 11%:55%:13 GMT 200%% r\nAreaCode’=0% rnDmaCode’=0% rinLatitude’\=51. 200001% r\nCity =Farnham
LTERARY_VERSION=FIVE_0_0
MIN_ACTIVE_ DHT_ AVERAGE_UPTIME= 1200000
UPDATE_DOWNLOAD_DELAY=14400001
UPDATE_RETRY_DELAY= 1800001
UPDATE_GIVEUP_FACTOR=453
AVERAGE_CONNECTION_ TIME=506045
SESSIONS=2
LAST FILECHOOSER_ DIR=CY: “\Documents and Settingsh\Paul
BUCKET_ID MODULUS=40000
MANAGE OTHER_FILES=false
POSITIONS SET=true
MAX_UFLOAD BYTES PER_SEC=6
FRACTIONAL_UPTIME=8.GG021B4E-4
FILTER_HASH_QUERIES=true
LAST_EXPIRE_TIME=1237884208027
WINDOW Y VS=58
MIN_PASSIVE_LEAF_DHT_INITIAL_UPTIME= 302088
MIMN_PASSIVE_LEAF_ DHT_AVERAGE_UPTIME= cREGOE
SEARCH VIEW TYPE ID=0
TOTAL_CONMECTIONS=1
PORT=18531
LIME QRP_ENTRIES=Llime; wire; Limewire; pro; Limewlirepro
CONTEWT _AUTHORITIES=fservl.limewire. com' : 10000
UPDATE_STYLE=1
CRAWLER_IPS=7&. 8.67. 27;

PUBLISH_ALT_LOCS=true

i | 1}




Working On Proof (continued)

Search Results Revisited

In this case all the hits for ‘MaggotEye' are
consistent with LimeWire having downloaded
the file into it's current location.

What if any of the findings were inconsistent,
what do we do with these?



Working On Proof (continued)
Another Photo

Lets (very quickly) have a look at investigating
an image from a web page.

The following slides are taken from an
investigation using EnCase® from Guidance
Software



Working On Proof (continued)

2 EnCase Forensic

File Edit Wiew Tools Help
Cmew | Open il save = Prink e Add Device. Qg,._Searc.lj Befieh (SEHL ‘_”)JP.dd Note ¥ Delete [ Show Excluded
x Report 5] Gallary -5 Timeling QDisk % Code
CRAV RS jare - pah "
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[ S-EE- L Level 4
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Iil S_rE '1:| Level 3
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|j ?Z - |8l images[3].ipg 24/03/2009 12:11:42 9,841,639 Teddies\Demonstration of Forensic analy. .. \images[3].jpa Highlighted Data
D g . @ images[6].jpg 24/03/2009 12:11:44 9,843,543 Teddies\Demonstration of Forensic analy, . Aimages[&].jpg @ Highlighted Data
|j ":i_ [ @ teddy e 20bear¥=201[1].jpg 24/03/2009 12;12:06 9,890,191 Teddies\Demonstration of ,..\teddy%20bear%201[1].ipg @ Highlighted Data
T e I:I 10 | |-3] teddybearase[1].jpg 240312009 12:13:23 285,855 Teddies\Demonstration of Forensi...\teddybear3s6[1].jpg |E| Highlighted Data
EHB[1() Selected C4P Bookmark Import Ij l'i_: | @ curley.jpg 240312009 12:16:23 3,265,519 Teddies\Demonstration of Farensic analysist. . \curley.jpg Highlighted Data
—® () Level L |:| 12 - |8l P1010507[1].jpg 24/03/2009 12:36:51 9,012,575 Teddies\Demonstration of Forensic an...\P1010507[1].jpg El Highlighted Data
B0 Level2 [ 13 [ MG_9557.jng 24/03/2009 12:37:24 608,039 Teddies\Demanstration of Farensic analy, . \IMG_9557.jpa [E] Highlighted Data
B[ Level 3 == = =
B Level 4
L@ LevelS
= [[mnme] >
=|report ] Console T3 Gt AR ”‘B EnS"r_ript I Fileers 2 Conditions @2 Display %] Cueries .t:\. Text Styles
— i | 152 Enscript ~

FH) ADF
-7 EnScripts
) Examples
) Farensic
[F-IC7) Haowie Scripts
- Include
- LB Scripts
-] Jon Stewart Scripts
[FHCT) Limetiire
- Main
- MFT
- Misc
[FHT) Office
[=HI=) OPP EnScripts
i) Archive

i}ﬁ 4P+

— g C4M Movies Extractor vi.1 (EnCases)

—u# TP Graphics Extractor v3.3,5 (EniCase6)

—+T% 24P Import Script

v:ﬁg Restore Points

FHCT) OPP Include
£-I.7) PT Scripts
#- ) Restore Points
FH Simaon Key

W

8] Teddies\Demanstration of forensic analysisyC\Documents and SettingsiPauliLocal Settings|Temporary Internst Files\Content. [ESIGHEWKL AN keddy3:20bear%201[1].jpg (FS 9830191 L5 9890128 CL 1236266 50000 FOO LE 10)

[E
[E
[E
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Working On Proof (continued)
EnCase Text Search

. __JReport “12 Code

_________________________ ' | s | _S"earchu | Target GREP Case | W
Search expression | Code Page || Keyword tester .- i _expression | g | Sensitive | W
M 1| % teddy bear 1.jpg teddy J|{%20)bea... Rawdata  Yes Yes M
Search expression GREP Symbols B ® loves toddy,hears, by Magootfye ipg {Gvec ot beeisy T el Wo I e R
| teddy( )[(%200bear( )|{%20)1([11117,jpg | | \wFFFF  Uricods charactsr : :
\x%FF Hex character Search @
Marne . Any character e
| tedd\l,.- bear Lpo | # Any number [D-g] il 71492 Entries, 2 Records
? Repeat zero or one time
5 . + Repeat at least once Kewword Search Options Email Search Options
== pLions
GRER ANSI Latin - 1 E:C'.-Z] 2 thm'Elgh z i Search entries and records For keywords [l search Far email
- epeat Zero Imes o
[%vZ] Either ¥, ¥ or 2 Selected keywords anly 2 keywards
Case Sensitive [ |UTF? [~%¥Z] Meither ¥ nor ¥ nor 2
i Literal character [¥]5earch entry slack. Aiitlook (FSTY
[Jwhele word Unicode (ab) Group ab togsther for 7, +, *, | [ tse iritislized size St B prmse PR
{m,n}  Repeatmkton times R e
D nicade Big-Endian alb Either a or b [[]Undelete entries before searching
[ 5earch only slack area of entries in Hash Library
Unicode View Hash Options ol
[0074] [0065] [0064] [00&4] [0079] ([0020] [{[0025] [0032] [0030][0062] [0065] [0061] [A072] ([0020] |{[0025] = e HepeaT B —
[0032] [0030T)[0031] {[0056] [0031] [005D]0, 1H[002E] [0064] [0070] [0067] ; APLEENaa At ay 5]
301 Recampute hash walues Additional Options
5 .03
=08 [C]werify File signatures
1 OF
118 [Cl1deritify codepages
2 1E
E 0% [ 5earch Far internet hiskary
E 1E o
oK, ] [ Cancel ik
E 1E
kgl
101 [ Start ] [ Cancel ]
J 00
108
P ones ey faRsaee: o - [ eaw

Search Summary

|Hits First Searched Last Searched search Text
11 2503009 143520 25032009 14:35:26  teddy( )|(%20)bear] )| {52001 (1Y) jpg
b 200302009 14582 25/032/2009 14:35:26  lovee teddy bears by MaggotEve. pg




._"i Mew | = Operi Lﬂ Save = Print == Add Device { Search @ 2 pelete [ show Excluded [ Show Deleted |

ﬂ JReport [ Gallery = =i Timeline Qmsk “i% Code

B DRI - | Hame preview L2 el
4 Home [F Hash Propetties ] 1 |E $LogFile teddy % 20bear%% Z01[1]. . jpgwy ¥ teddveczibearsez01[1].... Mo 13284234
ﬁ- ], Search Hits _-I:l 2 | = $LogFile teddy % 20bear% Z01[1].jpgE teddveazibearsez0i[1].... M 13284930
=R [ Demanstration of Forensic analysis [ EE teddy % 20bear%201[1].jpa& H teddy%z0bear®z01[1].... Mo 171532906
] ¥ beddy bear 1.jpg _'|:| 4 [ imgres[1].htm bp: ffvavave. shinyshiny .t fteddy:20bears:201 . jpg <title = <style =html-  teddy%%20bears201.jpg Mo 134
—L0 7 lovee_teddy bears by MaggotEye.jpg (5 [ imgres[1].htm bpf v, shinyshiny b fbeddy 3 20bear® 201 .jpg" > <img src="http: it teddves20bearv.201.jpg Mo 1570
EHD]5= Mount=d _-I:l & [ imgres[1].htm tpe /v shinyshiny by fteddy e 20bearee201 . jpg" skyle="font-size: 11 teddves20beary=201.i00 M 1885
-D 7 [ imgres[1].htm waa shimyshimy b/ <wbr =teddy3e20bears:201 jpg <fspan></p><p: teddy%:20bears:201.jpg M 2050
_-|:| 5 [ index.dat ke v shimyshiree tefteddy%e20bear9:201.jpg -breddy%:20bear¥::  teddy20bear®%201.jpg Mo 446081
.ij 9 [7 index.dat eddy20beares201 . jpg -bteddy e 20bear201[1].3pg HTTPI1.1 200 teddySe20beare01[1].... Mo 445104
.I:I 10 [ index. dat ny . twfteddy %% 20bears: 201 .jpg T3k teddyb20beart201.jpg T 37122
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Working on Proof (continued)
EnCase Search Hit

I nt ernet Expl orer URL Cache Record

Located i n:

Denonstration of forensic anal ysis\C Docunents and Settings\Paul \Local Settings\ Tenporary |nternet
Fi |l es\ @ntent. | E5 i ndex. dat

At of fset: 445952

Web server last nodified tine: 24/08/ 2007 10:55:20 (UTC)
Local machine last nodified tinme: 24/03/2009 12:12:06 (UTC)
File size: 19531 byt es
Cache fol der nurmber: 1
Cache fol der nane: GX6VKL6N
File | ast accessed: 24/03/ 2009 12:12:08 (UTC) (rounded up)
Hits: 1
File created: 24/03/ 2009 12:12:08 (UTC) (rounded up)
UBL
& ht t p: / /ww. shi nyshi ny.tv/teddy%20bear %201. j pg >

< t eddy%20bear%01[1] . j pg >
HTTP response:
-------- Start---------

HTTP/ 1.1 200 OK

ETag: "ff 118b- 4c4b-4386f d7ce7600"
Cont ent- Lengt h: 19531

Keep- Ali ve: timeout =1, nax=200
Cont ent- Type: i nage/j peg

User nane: paul




A | 5 | C
1 |Lastaccess (UTC) Entry type Address (URL)
731 |24/03/2009 12:11:14 Cache / URL http-/fwww teddybearhouse co ukiimages/dtbm gif
732 |24/03/2009 12:11:14 Cache / UEL http-/{fwww teddybearhouse co ukiimages/menu/xmas_up.gif
733 |24/03/2009 12:11:14 Cache / URL http-/fwww teddybearhouse co ukfimages/menu/home_up gif
734 |24/03/2009 12:11:14 Cache / URL http:/fwww teddyhearhouse co uk/images/menu/buy_up. gif
735 |24/03/2009 12:11:15 Cache / UEL http-/fwww teddybearhouse co ukiimages/menu/museum_over gif
736 |24/03/2009 12:11:15 History http:-/fwww teddybearhouse co uk
797 |24/03/2009 12:11:15 Cache / UEL http:/fwww teddybearhouse co ukiimages/menu/house over.gif
738 |24/03/2009 12:11:15 Cache / UREL http-/fwww teddybearhouse co uk/images/menu/buy_over gif
739 |24/03/2009 12-11:15 Cache / URL http-/fwww teddyhearhouse co ukiimages/menu‘home_over gif
800 |24/03/2009 12:11:15 Cache / UEL http:/ www teddﬂ ‘bearhouse.co uk/i limages/ ‘menu/ >=.mas over.gif
801 |24/03/2009 12:11:15 Cache / URL ht y ot
g02 |24/03/2009 12:11:21 Cache / URL waw google_co. ulft-“searn::h?hl en&g= tedd‘_.,r bear&start 10&sa=N__=>
803 |24/03/2009 12:11:28 History http "www gn:u:ngle Co.urrsearen rm——anaq—reaay vealsstarnt=10&sa=M
804 |24/03/2009 12:11:33 History mamilclsearch ?hi=en&g=teddy bear&stant=10&sa=M
805 |24/03/2009 12:11:46 History
806 [24/03/2009 12:11:47 Cache / URL - ffavicon.ico
507 |24/03/2008 12:-12:03 Cache / URL http- Hlmages google co ukiimgres?imgu=httpfamw. shm'_\.rahln'_.,.r w-‘teddy%EDhear%Em pgsdngrefe
808 |24/03/2009 12:12:05 Cache / UREL http:/{fwww_blogger. com/dyn-css/authorization : Tazx=02fa%ck
802 |24/03/2009 12:12:05 Cache / UREL http-/fwww blogger com/widgets/ ESDDIZIEIUEUEI—Wu:Iget css_bundle css
510 |24/03/2009 12:12:05 Cache / URL http:-/fwww_blogger comiv-css/3727950723-blog _controls.css
511 |24/03/2009 12:12:06 Cache / UEL http://tbn0_google.com: 'images“fq—thn nC7mzSURBlgsph:-http:/fwww_collectibleteddybearsonline_cork
§12 |24/03/2009 12:12-:06 Cache / URL http "www hlngJer com/! |mg ||::|:||11Ei _email_gif
813 (24/03/2009 12:12:06 Cache / URL ars cap bot.gif
814 |24/03/2009 12:12:06 Cache / URL
815 |24/03/2009 12:12:06 Cache / URL I _allbkg_gif
816 |24/03/2009 12:12:06 Cache / UREL http "1 hr: hlngspnt com/ ﬂvﬁrJUJTsni Sh151h_ 1slVAAAALAAAAALC/MI agkwaF ng/S1600-R/hank
517 |24/03/2009 12:12:06 Cache / UREL http-/fwww2 bloghlog.com/rounders2/comers_cap top.gif
818 |24/03/2009 12:12:07 Cache / URL http-/fwww1 _bloghlog com/rounders2/corners_main_top gif
812 |24/03/2009 12:12:07 Cache / UEL http-{fwww bloghlog.com/rounders2/corners_main_hot_gif
g20 |24/03/2009 12:12-:07 Cache / URL http-/fwww blogblog comirounders2/rails_main gif
821 |24/03/2009 12:12:07 Cache / URL http:-/fwww_blogger.com/jsbin/1164304776-iframe_colorizer s
§22 |24/03/2009 12:12:07 Cache / UEL http-/fwww_blogger.com/img/icon_delete13.gif
823 |24/03/2009 12:-12:07 Cache / URL http-/fwww bloghlog com/rounders2ficon_arrow gif
824 |24/03/2009 12:12:08 Cache / UEL http://1146_photobucket com/albums/r251/sergio1984/Picture069 jpg
§25 |24/03/2009 12:12:09 Cache / UREL http://img1_blogblog.com/img/icon18_wrench_allbkg.png
:ﬂ?d;’ﬂﬂ;’?ﬂﬂﬂ 12:12:09 Cache / URL http-//farm4 static flickr. com/3407/3180648050 0f265f06d2 jpg?v=



Working on Proof (continued)
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Working On Proof (continue

= Google Image Result for http://www.shinyshiny.tv/teddy®20bear’%201.jpeg - Windows Internet Explorer

@.\— g |@D:'|Paul'\.l'~'h,r Documents!_High Tech'\Presentation'\Exportiteddy bear 1 filesimagres V| 5| X |

Fle  Edit

View Favorites Tools Help

e |@Gong|e1mage Result for hitp: ffamww . shinyshiny. tv/te... I ‘ Tffﬁ * B Iﬁ |5 Page - ,-;l' Tools -
I

»»

!teddy hear ) |[ Search images l Back to image results

Coufil i See full size image
image 400 x 300 - 20k - wwawshinyshiny. tviteddy%a20bear¥ 201 jpg
Image may be suhjec 3
Below is the im at. gotl blogspot com/2008/09/writers-note-curse-—

Remove frame |

[0 Internet Explorer cannot display the webpage

Most likely causes:
+ You are not connected to the Internet.
+ The website is encountering problems,
+ There might be a typing error in the address.

What you can try:

® Check your Internet connection. Try visiting another website to make sure you are connected.
#® [etype the address.

® (50 back to the previous page.

&= More information

Unknown Zone {Mixed) + 100% -

iImgres[1].htm
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Ve teddy bear - Google Image Search - Windows Internet Explorer - [Working Offline]
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Working On Proof (continued)

Ei Edit View Favorites Tools Help

DEX
& & | =

ok
et | - | €8 Google Image Result for http. .. ‘ & teddy bear - Google Imag.,

g |ED:'PauI‘-I~'1\.' Documents|_High Tech'\Presentation'Exportiteddy bear 1 files\mages V| | XK |

- 3 3 nra bed
i pen v b Page - {CF Tools -

el

Mot My Teddy Bear ... @ teddy bear ...
441 % 503 - 148k - jpy 320 % 400 - 34k - jpy
www_endodontics.ca thwang85.blogspot.com

... Mote: Curse of the Teddy

Bears

400 x 300 - 20k - jpg
ggtl blogspot com

Teddy Bear
360 x 360 - 20k - jpy
www.germes-online_ com

[

[

iImages|[1].htm
Cute Teddy Bear Pictures  Stuffed Teddy Bear from China
448 % 303 - 63k - jpg

Teddy Bear Group 1997 Holiday Teddy Bear
360 x 360 - 23k - jpg 435 % 299 - 16k - jpg 300 x 360 - 32k - gif
www.bestnettoys.info wwwi_chinatraderonline com www_shapepostcards_com www.authenticheanies. co.uk

Next

iteddy bear

|[ Search Images H Search the Web J

©2009 Google - Google Home - Advertising Programmes - Business Solutions - About Google
£

I .21 | Error on page.

154l

'j My Computer ?i'; 100%%
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Working On Proof (continued)

= teddy bear - Google Search - Windows Internet Explorer - [Working Offline]

s T |

LR Mt

File Edit WView Favorites Tools Help

e e | (& teddy bear - Google Search | |

el ¥ |ED:'-PauIWIv Documents_High Tech\Presentation\Export\teddy bear 1 files'\search Vl hs IS 4 |

i i

e

B

»

Images Map® Mews Mides Mail more v

teddy bear ) || Search | 22

the web (O pages from the UK

Signin %

Prefers

Results 11 - 20 of about 17,600,000 for teddy bear [definition]. (0.23 seconds)

Teddy Bears Gifts £19.99
www.FunkyBears com/TeddyBear
Delivered in LK

Sponsored Link
For Any Occasion & for any Age Personalised &

Teddy Bear lMuseum Dorchester
Dorset Teddy Bear Museum and Teddy Bear House home of Edward Bear
www teddybearhouse co.ukf - 12k - Cached - Similar pages

The Teddy Bear Museum - Stratford, England
world famous teddy bear museum and shop located in a heritage 16th century building in
the heart of shakespeares stratford wanwick

www theteddybearmuseum.com/ - 12k - Cached - Similar pages

The Teddy Bear Club Store === Teddy Bear and Golly Doll Gift Shop.
Teddy bear gift shop selling teddy bears and golly dolls by Mernythought. Rohin Rive
Brigitte Rive, Charlie Bears, Cotswold Bear Co. Steiner bears. ...
www_teddybearclub.couk/ - 25k - Cached - Similar pages

Collectors Club of Great Britain - Teddy Bear Scene

The wehsite for all things beary. from the |atest manufacturer releases, limited editions and
one off artist designs. Teddy Bear Scene keeps you up to date ...
www.collectors-club-of-great-britain_co.ukimagazines/default asp?magazine=5 - 24k -

Similar pages

Cached -

Teddy Bear Clothes, Bear Making Party Kits, Teddy Bear Factory ...
\Welcome to our magical bear factery where you can create a bear with our creative kits.
teddy bear making parties are a great children’s” hithday party ...

ted AL, ™ | - i |

...... et T ]

Sponsored Links

Wholesale Teddy Bears
Get Wholesale Teddy Bears!
Search with Ask for anything.
www Ask com

Steiff Teddy Bears 5
A Range of Steiff Bears at Great

Prices. Order Online, Fast Delivery

www BoxAGift.co.uk

The Gift

Find Collectable Teddy Bears
Iany at Discounted Prices
www.thegiftbears com

Buy Teddy Bears

A huge selection of Teddy Bears and
Soft Toys for all ccecasions:

www TeddylLane co uk

Teddy Bears

Buy Teddy Online

Free Delivery Available At Hamleys.
www.Hamleys_com/Vsmile

Wholesale Teddy Bears v

I .81 | Error on page.

My Computer * 100% -

search[4].htm



Working On Proof (continued)
Summing Up
Two photos

1 apparently downloaded using LimeWire

1 Apparently browsed to by following a Google
search

All the other chosen pictures are the same
(Limewire or Web photos)

All the times and dates are consistent with
each other and with the user having initiated
the actions

|s there enough evidence to prosecute?



After The Analysis

You may think that the work of a computer
forensic analyst stops there, in fact there Is
much yet to be done:

A technical report (which can be quite large)

Assist the officer In the case to interview the
suspect

Assist in the prosecution case

Assist the CPS to understand the technical
aspects

Liase with the prosecution team prior to a court
case

Liase with the defence expert
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